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Abstract

Modern enterprises increasingly operate across multicloud, hybrid, and distributed
environments where traditional security approaches cannot keep pace. While A Unified
Model for Modern Security Architecture defines the architectural foundation for aligning
security with business drivers, organizations still struggle to consistently enforce that
architecture in real-world engineering and operations.

This white paper introduces DevSecOps as the execution layer of the Unified Model — the
mechanism that automates governance, embeds security into delivery workflows, and
provides continuous assurance across modern platforms. By alighing DevSecOps with the
model’s five layers, it offers a cohesive, sustainable approach to ensuring security
architecture is continuously implemented, validated, and improved.
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Executive Summary

Modern enterprises operate in a landscape defined by MultiCloud platforms, distributed
identity, APl ecosystems, microservices, and Al driven systems. Security architecture can
no longer rely on static controls, manual governance, or siloed security teams.
Organizations need a unified, automated, and continuously enforced security operating
model.

This white paper builds on the foundation established in A Unified Model for Modern
Security Architecture, which integrates TOGAF®, SABSA®, COBIT®, and The Open Group
Axioms into a cohesive architectural framework. While that model defines what modern
security architecture must be, this paper defines how it is executed, enforced, and
sustained.

DevSecOps is the missing operational layer — the mechanism that turns architectural
intent into real world outcomes. It provides automation, governance enforcement,
continuous assurance, and feedback loops required to operationalize the unified model
across cloud, hybrid, and distributed environments.

This paper introduces a DevSecOps reference model aligned to the five layers of the unified
architecture and provides a practical roadmap for implementation. The result is a security
architecture practice that is not only well-designed, but continuously executed, measured,
and improved.
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1. Introduction

Security architecture has matured significantly in recent years, but a persistent gap
remains between architectural design and operational reality. Many organizations have:

e strong enterprise architecture frameworks
e strong security architecture methods
e strong governance models
e strong principles
Yet they struggle to enforce security consistently across:
e multiple cloud providers
e hybrid environments
e distributed identity systems
e APl ecosystems
e containerized workloads
e AlI/ML pipelines

The root cause is not a lack of frameworks but rather the absence of a unified operational
model that connects architecture, governance, and engineering.

In A Unified Model for Modern Security Architecture, we introduced a five-layer
architecture integrating TOGAF, SABSA, COBIT, and The Open Group Axioms. That model
provides the strategic and architectural foundation.

This paper introduces the missing component: DevSecOps as the execution layer of the
unified model.

2. The Gap Between Architecture and Execution

Most enterprises face the same challenges:

= Architecture decisions are not consistently implemented.

© 2026 Christian D Kobsa
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Governance requirements are documented but not enforced.
Controls vary across cloud providers.

Security reviews happen too late in the lifecycle.

Compliance is episodic rather than continuous.

Evidence collection is manual and incomplete.

Security teams cannot keep pace with engineering velocity.

These challenges are not solved by adding more frameworks or more controls.

They are solved by automation, integration, and continuous enforcement — the core

principles of DevSecOps.

3. Recap: The Unified Model for Modern Security Architecture

The unified model introduced in the previous white paper consists of five layers:

Business Drivers
Architecture Method
Governance & Assurance
Design Principles

Implementation & Operations

Business Drivers -
Architecture Method —_
Governance & Assurance Ex%iﬁgﬁ ?_23 or
Design Principles PR
Implementation & Operations PE—
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DevSecOps aligns with this model in two ways:
= |tlivesin Layer 5 as the operational engine.
= Itreinforces Layers 3 and 4 by automating governance and enforcing principles.

This paper assumes familiarity with the unified model and focuses on how DevSecOps
operationalizes it.

4. Why DevSecOps Is Essential in Modern Security Architecture

Modern enterprises require DevSecOps because:

4.1 MultiCloud Complexity

Each cloud provider has different security models, controls, and APls.
DevSecOps provides a consistent enforcement layer across them.

4.2 Distributed Identity

Identity fabric, adaptive access, and Zero Trust require continuous evaluation.
DevSecOps integrates identity checks into pipelines and runtime environments.

4.3 APl and Microservices Sprawl

Thousands of services require automated scanning, testing, and governance.
DevSecOps provides scalable, automated assurance.

4.4 Al/ML Pipelines

Modelrisk, data lineage, and model integrity require continuous validation.
DevSecOps extends into MLOps security.

4.5 Regulatory Pressure

Continuous compliance is now mandatory.
DevSecOps provides automated evidence and PolicyasCode.

4.6 Engineering Velocity

Manual security cannot keep pace with modern delivery cycles.
DevSecOps integrates security into the flow of work.

© 2026 Christian D Kobsa
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The next section explains how DevSecOps operationalizes the Unified Model across all five
architectural layers, transforming security architecture from a conceptual framework into a
continuously enforced, measurable, and adaptive operating model.

5. DevSecOps as the Operationalization of the Unified Model
DevSecOps is often described as a cultural shift, a set of tools, or a pipeline automation
practice. Fact is, DevSecOps is far more strategic: it is the execution layer of modern
security architecture; the mechanism through which the Unified Model — integrating
TOGAF®, SABSA®, COBIT®, and The Open Group Axioms — becomes real, enforceable,
measurable, and sustainable. Without DevSecOps, the Unified Model remains conceptual.
With DevSecOps, it becomes a living system.

This section explains how DevSecOps operationalizes each of the five layers of the Unified
Model and why it is indispensable for modern enterprises.

5.1 DevSecOps + Business Drivers (Layer 1)
Turning business risk and strategy into automated guardrails.

The Unified Model begins with business drivers: goals, outcomes, risk appetite, and SABSA
Business Attribute Profiles. Traditionally, these drivers influence architecture decisions but
rarely reach engineering teams in a meaningful, actionable way.

DevSecOps closes this gap by:
Embedding business risk into pipelines
Risk appetite becomes a pipeline parameter, not a static document.
For example:
» High-risk workloads require stricter laC validation
= Regulated workloads trigger additional compliance checks
= Sensitive data classifications activate enhanced scanning
This creates a direct, automated link between business risk and engineering behavior.
Codifying business requirements as PolicyasCode

Business drivers are translated into:
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= OPA/Rego policies
= Sentinel policies
= Azure Policy definitions
= AWSSCPs
» Kubernetes admission controls
This ensures that business intent is enforced automatically, not interpreted manually.
Alighing DevSecOps workflows with business outcomes
Pipelines are designed to optimize for:
» time to market
» resilience
= compliance
= customer trust
= operational efficiency
DevSecOps becomes the execution mechanism for business strategy.
5.2 DevSecOps + Architecture Method (Layer 2)
Transforming architecture from documentation into codified, enforceable patterns.

The Unified Model integrates TOGAF and SABSA to define how security architecture is
created. DevSecOps ensures that architectural decisions are not merely published — they
are embedded into the engineering lifecycle.

Architecture patterns become pipeline templates
Instead of architects producing PDFs, they produce:
» reusable laC modules
= pipeline templates
= secure configuration baselines

» container hardening profiles
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= APl gateway policies
Architecture becomes consumable.
Threat modeling becomes continuous
DevSecOps integrates threat modeling into:
= pullrequests
= pipeline stages
= automated dependency analysis
= APl contract validation
This shifts threat modeling from a one-time workshop to a continuous activity.
Architecture reviews become automated
DevSecOps enables:
» automated architecture conformance checks
» drift detection
= policy enforcement at build and deploy time
» automated rollback on violation
Architecture becomes self-enforcing.
ADM phases map to DevSecOps workflows

TOGAF’s ADM phases — especially Requirements, Architecture Definition, and
Implementation Governance — are operationalized through:

= pipeline gates

= automated testing
= |aC validation

* runtime monitoring

DevSecOps becomes the delivery mechanism for the architecture method.

© 2026 Christian D Kobsa
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5.3 DevSecOps + Governance & Assurance (Layer 3)

Automating COBIT governance and enabling continuous assurance.
This is where DevSecOps delivers the most transformative value.
Governance traditionally relies on:

= manualreviews

= spreadsheets

= periodic audits

= human approvals
These approaches cannot scale to MultiCloud, distributed, high velocity environments.
DevSecOps replaces manual governance with automated, continuous assurance.
PolicyasCode enforces governance automatically
COBIT objectives become:

= guardrails

» automated checks

= pipeline gates

= runtime policies
Governance becomes real-time.
Continuous compliance replaces periodic audits
DevSecOps provides:

= automated evidence collection

* immutable audit logs

= compliance dashboards

= real-time control monitoring

Compliance becomes continuous, not episodic.
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Decision rights are embedded into workflows
COBIT’s RACI structures are implemented through:

= automated approvals

» jdentity driven pipeline permissions

= role based deployment rights
Governance becomes embedded, not external.
Maturity models become measurable
DevSecOps provides metrics for:

= control coverage

= policyviolations

» remediation time

= pipeline security posture

» architecture conformance
Governance becomes quantifiable.
5.4 DevSecOps + Design Principles (Layer 4)
Enforcing the Axioms through automation, not aspiration.

The Open Group Axioms provide timeless principles such as Simplicity, Reuse, Resilience,
and Security by Design. DevSecOps is the mechanism that turns these principles into
enforced behaviors.

Simplicity » Standardized pipelines and modules
Complexity is reduced through:

» shared laC modules

= common pipeline templates

» standardized deployment patterns

Simplicity becomes structural, not optional.
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Reuse > Shared components and golden paths
DevSecOps enables:

= reusable security controls

= shared service platforms

= golden paths for developers
Reuse becomes the default.
Resilience » Automated testing and rollback
Resilience is enforced through:

= chaos testing

» automated failover

= canary deployments

= rollback on policy violation
Resilience becomes continuous.
Security by Design > laC + guardrails
Security is embedded through:

» secure laC baselines

= automated misconfiguration detection

= identity driven pipelines
Security becomes inherent, not bolted on.
Least Privilege - Identity centric pipelines
Pipelines enforce:

= justintime access

= ephemeral credentials

= workload identity

© 2026 Christian D Kobsa
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Least privilege becomes automated.
Defense in Depth > Layered scanning and validation

DevSecOps integrates:

=  SAST
= SCA
= DAST

= |aC scanning

= container scanning

= runtime monitoring
Defense in depth becomes pipeline driven.
5.5 DevSecOps + Implementation & Operations (Layer 5)
Executing Zero Trust, cloud security, APl security, and Al/ML governance at scale.
Layer 5 is where architecture meets reality. DevSecOps is the engine that drives:
Zero Trust enforcement
Pipelines validate:

* identity policies

*» network segmentation

= workload identity

» continuous authorization
Zero Trust becomes operational, nhot conceptual.
Cloud native security
DevSecOps enforces:

= secure landing zones

= baseline configurations

© 2026 Christian D Kobsa
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= drift detection

= runtime guardrails
Cloud security becomes automated.
APl and microservices security

DevSecOps automates:

APl contract validation

= schema enforcement

= dependency scanning

= service mesh policy enforcement
APl security becomes scalable.
Al/ML governance
DevSecOps extends into MLOps by:

* scanning models

= validating lineage

= enforcing model risk controls

* monitoring drift
Al security becomes continuous.
Continuous feedback loops
DevSecOps provides:

* runtime telemetry

= architecture drift insights

= governance violations

= risk posture changes

Operations become self-correcting.

© 2026 Christian D Kobsa
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In summary DevSecOps is not a toolset, not a cultural slogan, and not a pipeline

automation practice.

Itis the execution layer of the Unified Model — the mechanism that:

enforces architecture

automates governance
operationalizes principles

aligns engineering with business risk
delivers continuous assurance
sustains Zero Trust

secures MultiCloud environments

governs Al/ML pipelines

This is where the Unified Model becomes real.

6. A DevSecOps Reference Model Alignhed to the Unified
Architecture

The Unified Model for Modern Security Architecture provides a structured, layered

approach to designing and governing security across the enterprise. DevSecOps is the

operational engine that activates this model. To make this relationship explicit, this section

introduces a DevSecOps Reference Model that aligns directly with the five layers of the
Unified Architecture.

This reference model is not a generic DevSecOps maturity diagram. It is a purpose built,

architecture aligned model that shows how DevSecOps:

spans horizontally across all layers
integrates vertically across architecture, governance, engineering, and operations
creates a continuous lifecycle of enforcement and improvement

provides the automation and assurance mechanisms required by the Unified Model

© 2026 Christian D Kobsa
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The result is a cohesive, end-to-end system that connects business intent to secure,
measurable, real-world outcomes.

6.1 Horizontal Execution Layer: DevSecOps Across All Five Layers

In the Unified Model, each layer has a distinct purpose:
» Business Drivers
» Architecture Method
= Governance & Assurance
= Design Principles
*» |Implementation & Operations
DevSecOps acts as a horizontal execution layer that spans all five.

This is a critical insight: DevSecOps is not confined to engineering or operations. It is
the mechanism that carries business intent downward and operational feedback
upward.

DevSecOps as a Horizontal Layer Provides:
= Consistency across cloud providers, platforms, and teams
= Automation of controls, governance, and architecture patterns
= Traceability from business drivers to runtime behavior
= Feedback from operations back into architecture and governance
= Enforcement of principles and policies across the lifecycle
This horizontal layer ensures that no part of the Unified Model remains theoretical.
Everything becomes codified, automated, and continuously validated.
6.2 Vertical Integration: Connecting Architecture, Governance,

Engineering, and Operations

Traditional organizations operate in silos:

= Architects design

© 2026 Christian D Kobsa
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= Security defines controls
= Engineers build

= QOperations maintain

= Compliance audits

DevSecOps collapses these silos by creating vertical integration across the entire stack.

Architecture

&

",
_ Ops telemetry — Architecture
y \
S,
N Y

%,

,

Operations
Architecture — Engineering P

Governance

Engineering — Operations
b

LY k LY e

— & Engineering

DevSecOps Integrates:
Architecture » Engineering
Architecture patterns become:

= pipeline templates

laC modules

= secure configuration baselines

= reusable components
This ensures architecture is consumed, not merely read.
Governance - Pipelines

COBIT objectives and Axioms become:

© 2026 Christian D Kobsa
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PolicyasCode

= automated approvals

= guardrails

= continuous compliance checks
Governance becomes embedded, not external.
Engineering > Operations
DevSecOps ensures:

= secure deployments

» validated configurations

= continuous scanning

= runtime policy enforcement
Operations become secure by default.
Operations = Architecture
Runtime telemetry feeds back into:

» architecture decisions

» riskassessments

= governance updates

= controltuning
Architecture becomes data driven.
This vertical integration is what makes the Unified Model self-reinforcing.

6.3 Continuous Lifecycle: The DevSecOps Loop Aligned to the Unified
Model

The Unified Model is inherently cyclical — business drivers inform architecture,
architecture informs governance, governance informs implementation, and
implementation produces feedback.

© 2026 Christian D Kobsa

19



D \ Digital Enterprise

Architecture Advisors

DevSecOps provides the continuous lifecycle that operationalizes this cycle.

> Define T

Improve Codify

"‘.

Measure -— Enforce

The DevSecOps Lifecycle Aligned to the Unified Model:
Define (Layers 1-2)
» Business drivers
= Risk appetite
= Architecture patterns
= Security requirements
DevSecOps consumes these definitions as codified inputs.
Codify (Layers 2-4)
= |laC modules
= Pipeline templates
= PolicyasCode
» Secure baselines
Architecture and governance become machine-readable.
Enforce (Layers 3-5)

= Automated controls

© 2026 Christian D Kobsa
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» Guardrails
= Scanning
= Deployment gates
= Runtime policy enforcement
Security becomes continuous and automatic.
Measure (Layer 3)
= Control coverage
» Violations
= Drift
= Compliance posture
» Architecture conformance
Governance becomes quantifiable.
Improve (Layers 1-4)
= Update patterns
= Refine policies
= Adjustrisk models
*» Enhance baselines
Architecture becomes adaptive.

This lifecycle ensures that the Unified Model is not static — it evolves continuously with the
enterprise.

6.4 The DevSecOps Reference Model (Conceptual Overview)
Below is the conceptual structure of the reference model.

This is the version you would turn into a diagram.

© 2026 Christian D Kobsa
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DevSecOps Alignment with the Unified Architecture (Reference Architecture View)

DevSecOps Execution Layer

Automation « Policy-as-Code * Enforcement = Measurement = Feedback

L1 Business Drivers

Risk appetite
Business outcomes
Regulatory obligations

‘ DevSecOps Inputs (Codified Intent)

.

Intent — Ve

L2 Architecture Method

Contextual — Conceptual — Logical — Physical — Component
Patterns & decisions

Risk-aligned policies
Pipeline templates
laC modules & secure baselines
Guardrails & approvals

——Patterns —

%

L3 Govemance & Assurance;’

COBIT objectives
Control objectives
Decision rights
Maturity models

DevSecOps Outputs (Continuous
Assurance)

Y

L4 Design Principlés

Simplicity * Reuse * Resilience
Security by Design = Least Privilege
Defense in Depth

Secure deployments
Validated configurations
Runtime enforcement
Evidence & dashboards

¥

Feedback to architecture/governance

L5 Implementation & Operations

Zero Trust
Cloud-native security
AP security
AlIML governance
Continuous monitoring

Telemetry — |
/"{ .

DevSecOps alignment with the Unified Architecture, showing DevSecOps as a horizontal execution layer spanning all five
layers and translating codified intent into continuous assurance and feedback

While the reference model defines the structure and alignment of DevSecOps with the
Unified Architecture, enterprises need to understand how this model manifests

operationally.
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Enterprise Reference Architecture — DevSecOps aligned to the Unified Architecture

Risk appetite
Business outcomes
Regulatory drivers

Business & Strategy

Intent —

'

Contextual — Conceptual — Logical Architecture Policy as Code
Patterns & standards OPA | Sentinel / Azure Policy
|
[
Enforce —
COBIT objectives Governance Automated Controls
Controls & decision rights ‘Guardrails & checks
Embed —
Feedbach
CI/CD » Platforms + Runtime Pipeline Templates Engineering & Operations Continuous Monitoring
Cloud * APIS * AIML Secure CIICD Telemetry & drift detecti
Deploy | ¥

Enterprise reference architecture showing how DevSecOps capabilities are embedded across business, architecture,
governance, and engineering/operations to operationalize the Unified Security Architecture.

This enterprise view can be further decomposed into a physical realization that shows
concrete toolchain components, enforcement points, and feedback loops.
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Physical Realization - DevSecOps aligned to the Unified Architecture

S, A
Business drivers, risk appetite Risk Register / BAP ‘ Security R | Plan Policy-as-Code Repo
requirements i (risk appetite, attributes) ‘ (backlog items) | (OPA/SentineliAzure Policy)
Dev workstation, IDE, secrets So_ume ErinkEn Code Threat Modeling Secrets Management
hygiene (CoSEE i) (PR or ficket friggered) (vault, scanning, rotation)

Cl Pipeline
{build, unit tests)

Cl, SAST/SCA, 1aC & confainer
scans, unittDAST

o :
Security Scans B
SAST, SCA, 1aG, Gontainer }____f“"ﬂ'& Test

" "evidence. _, _

Policy Engine
(pates & admission rules)

1

evidence

!

|Artifact registry, CD, change confrol, Aifact { Image Regisiry CD /D 0 Rel & Deploy Rﬁal;\m:rm:mj I E S e — (m'ﬁﬁ;:
approvals (signed. SBOM attached) (progressive delivery) > ( ' nge & ) atlestations) .
I L B
i _'___"_._,eviuenca' e
) o ) Runtime Guardrails ammmmnn R B Compliance & Posture
Runtime policy, menitoring, SIEM, Cloud / Kubemeles Runtime |, (cloud policy, K8s admission, Observability & Security Ops p;asl*malds
. Run & Assure p:
evidence & dashboards {landing zones, clusters) mesh) i SIEMISOAR) (coverage, viclations,
MTTR,

Unified Architecture Mapping

L1 Business Drivers -= Plan
L2 Architecture Method -= Code/Design
L3 Governance & Assurance -> Gates/Evidence
L4 Design Principles -> Templates/Golden paths
L5 Implementation & Ops -= Deploy/Run

Legend for colored boxes:

* Blue — Delivery platforms & artifacts (where actual delivery occurs)
* Purple — Policy & governance enforcement (where enforcement happens)
* Red — Security assurance & evidence (where validation happens)

* Green — Runtime monitoring & operations (where runtime feedback comes from)

Top Layer: Business Drivers
= Risk appetite

= Business outcomes

= Regulatory obligations

= Business Attribute Profiles

DevSecOps Input: risk aligned policies, pipeline parameters

Architecture Layer

= Contextual » Conceptual » Logical » Physical > Component

= Architecture patterns
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= Secure design decisions
DevSecOps Input: pipeline templates, laC modules, secure baselines
Governance Layer

= COBIT objectives

= Control objectives

= Maturity models

= Decisionrights
DevSecOps Input: policy as code, automated approvals, continuous compliance
Principles Layer

=  Simplicity

= Reuse

» Resilience

= Security by Design

= Least Privilege

= Defensein Depth
DevSecOps Input: reusable modules, identity driven pipelines, layered scanning
Implementation & Operations Layer

» Zero Trust

» Cloud native security

= APl security

= AlI/ML governance

= Continuous monitoring
DevSecOps Output: secure deployments, validated configurations, runtime enforcement

Horizontal Layer: DevSecOps

© 2026 Christian D Kobsa
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= Automation

= Enforcement

= Measurement

= Feedback

= Continuous assurance

This layer spans all five vertical layers.

6.5 Why This Reference Model Matters

This model provides:

A shared mental model
Architects, engineers, security teams, and executives can finally speak the same language.

A blueprint for implementation
It shows exactly where DevSecOps fits and how it supports each architectural layer.

A governance mechanism
It operationalizes COBIT and the Axioms through automation.

A modernization accelerator
It enables secure adoption of cloud, APls, microservices, and Al.

A sustainability engine
It ensures architecture is continuously enforced and continuously improved.

This is the missing link between architecture theory and operational reality.

7. Implementation Roadmap
With the DevSecOps Reference Model established, the next step is practical

implementation. The following roadmap provides a structured, maturity-based approach
for adopting DevSecOps in alignment with the Unified Model.
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Fa \‘
‘ Stage 3 ‘
Policy as Code
. <
‘ Stage 4
Continuous Assurance
Stage 5 ‘
Architectural Integration
¥, \h i
‘ Stage 6 ‘
Enterprise DevSecOps Operating Model
A practical maturity model:
Stage 1 — Foundational Automation
» CI/CD pipelines
= basic scanning
» |aC adoption
Stage 2 — Shift Left Security
= threat modelingin pipelines
= SAST/DAST/SCA automation
» secrets management
Stage 3 — PolicyasCode
= guardrails
= automated approvals
© 2026 Christian D Kobsa
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= compliance as code
Stage 4 — Continuous Assurance
» automated evidence
» real-time dashboards
= runtime policy enforcement
Stage 5 — Architectural Integration
= pipelines aligned to architecture patterns
» automated architecture conformance
= riskaligned controls
Stage 6 — Enterprise DevSecOps Operating Model
= federated governance
= platform engineering integration

= enterprise-wide adoption

8. Case Scenarios

8.1 MultiCloud Platform

DevSecOps enforces consistent controls across AWS, Azure, and GCP.

8.2 Identity Fabric

Pipelines validate identity policies and least privilege access.

8.3 AP| Ecosystem

Automated API security testing and governance.

8.4 AI/ML Pipelines

Model scanning, lineage validation, and risk scoring.

© 2026 Christian D Kobsa
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9. Conclusion

Sections 5 and 6 demonstrate how DevSecOps becomes the execution layer of the Unified
Model, providing the automation, enforcement, and continuous assurance required to
operationalize modern security architecture. A Unified Model for Modern Security
Architecture defines the architectural foundation for modern security.

This paper defines the operational engine that makes it real.
DevSecOps is not a toolset or a cultural slogan.

Itis the execution layer of modern security architecture — the mechanism that automates
governance, enforces principles, and ensures that architecture decisions translate into
secure, consistent, measurable outcomes across the enterprise.

Together, the two white papers form a complete, future ready approach to enterprise
security architecture for 2026 and beyond.
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